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Acronyms and Definitions
Alaska Land Mobile Radio (ALMR) Communications System: the ALMR
Communications System, which uses but is separate from the State of Alaska
Telecommunications System (SATS), as established in the Cooperative Agreement.
The ALMR System is a digital, trunked, wide-area network (WAN), shared system
between the Department of Defense (DOD), the Federal Executive Association (FEA) of
Alaska (excluding DOD), the State of Alaska (SOA), the Alaska Municipal League, and
the Municipality of Anchorage.

Alaska Municipal League: a voluntary non-profit organization in Alaska that represents
member local governments.

ADP: automated data processing

AES: advanced encryption standard

AIS: automated information system(s)

ASD: Assistant Secretary of Defense

ATO: authority to operate

C3l: command, control, communications, and intelligence

CA: certifying authority

CAC: common access card

CBI: controlled unclassified information

Change Control Board (CCB): includes representatives from each of the major
stakeholders who evaluate requested changes to the ALMR System, and identify
possible impacts and the risks associated with them.

CJCSM: Chairman Joint Chief of Staff Manual

Cl: controlled interface

CIO: Chief Information Officer

CM: change management

CND: computer network defense

CNDSP: computer network defense service provider
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CPU: central processing unit

COMSEC: communications security

COOP: continuity of operations plan

COTS: commercial off the shelf

DAA: designated approving authority

DES: data encryption standard

Department of Defense (DOD) Information Assurance Certification and
Accreditation Process (DIACAP): established process that helps users and
information security officers ensure information systems operate at an acceptable level
of risk. As defined in interim guidance contained in Department of Defense Directive
8500.1, Information Assurance (lIA), October 24, 2002, and DODI 8500.2, Information
Assurance (IA) Implementation, February 6, 2003.

DISA: Defense Information Systems Agency

DMZ: demilitarized zone

DNS: domain name server

Department of Defense i Alaska: Alaskan Command, US Air Force and US Army
component services operating under United States Pacific Command.

DODD: Department of Defense Directive

DODI: Department of Defense Instruction

DRP: disaster recovery plan

DSA: digital signature algorithm

EAL: evaluation assurance level

ECDSA: elliptic curve digital signature algorithm
EOD: end of day

EOF: end of file

EMSEC: emanations security
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Executive Council: the ALMR Executive Council which is made up of members and
associate members from the State of Alaska representing state agencies, the Alaska
Municipal League, the Federal Executive Association of Alaska, the Department of
Defense i Alaska, and the Municipality of Anchorage.
Federal Executive Association (FEA): federal government entities, agencies and
organizations, other than the Department of Defense, that operate on the shared ALMR
system infrastructure.
FIPS: Federal Information Processing Standard
FISMA: Federal Information Security Management Act
FSO: file system object
GIG: global information grid
GOTS: government off the shelf
HIPAA: Health Insurance Portability & Accountability Acct
HW: hardware
IAO: Information Assurance Officer
IATF: Information Assurance technical framework
IATO: Interim Authority to Operate
IAM: Information Assurance Manager
IAW: in accordance with
IAV: information assurance vulnerability
IAVA: Information Assurance Vulnerability Alert
IAVB: Information Assurance Vulnerability Bulletins
IAVM: Information Assurance Vulnerability Management

IAVTA: Information Assurance Vulnerability Technical Advisors

IDS: intrusion detection system
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INFOCON: Information Operations Condition
Information Assurance (lIA): information operations that protect and defend
information and information systems by ensuring their availability, integrity,
authentication, confidentiality, and non-repudiation. This includes providing for
restoration of information systems by incorporating protection, detection, and reaction
capabilities.
IT: information technology

Mission Assurance Category (MAC): category used to determine the requirements
for availability and integrity of information systems.

MoA: memorandum of agreement

Municipality of Anchorage (MOA): the MOA covers 1,951 square miles with a
population of approximately 278,000. The MOA stretches from Portage, at the southern
border, to the Knik River at the northern border, and encompasses the communities of
Girdwood, Indian, Anchorage, Eagle River, Chugiak/Birchwood, and the native village of
Eklutna.

NIAP: National Information Assurance Partnership

NIPRNET: non-classified internet protocol router network

NIST: National Institute of Standards and Technology

NSA: National Security Agency

NSTISSP: National Security Telecommunications and Information Systems Security
Policy

NTFS: new technology file system

OS: operating system

OVAL: open vulnerability assessment language
PKE: public key encryption

PKI: public key infrastructure

PM: Project Manager

POA&M: plan of action & milestones
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RSA: a security algorithm used for signing and encryption presented by Rivest, Shamir,
Adleman (RSA)
SAMI: sources and methods intelligence
SAN: storage area network
SIAO: Senior Information Assurance Officer
SIPRNET: secure internet protocol router network
S/MIME: secure multipurpose internet mail extensions
SNAC: single network access code
SOP: standard operating procedure
SRG: security recommendation guide
SSAA: system security authorization agreement
SSH: secure shell

SSL: secure socket layer

State of Alaska (SOA): t he pri mary maintainer of the SATS
system), and shared owner of the System.

STIG: security technical implementation guides

SW: software

System: the ALMR Communications System, as established in the Cooperative
Agreement, and any and all System Design/System Analysis (SD/SA) and System
Design/System Implementation (SD/SI) documents.

TDY: temporary duty

TEMPEST: is an unclassified U.S. government code word for compromising
emanations.

TTP: tactics, techniques, & procedures

User/Member: an agency, person, group, organization or other entity which has an
existing written Membership Agreement with one of the Parties to the Agreement. The
terms user and member are synonymous and interchangeable.
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User Council: the User Council is responsible for recommending all operational and
maintenance decisions affecting the System. Under the direction and supervision of the
Executive Council, the User Council has the responsibility for management oversight
and operation of the System. The User Council oversees the development of System
operations plans, procedures and policies under the direction and guidance of the
Executive Council.

UNIX: uniplexed information and computing system

UPS: uninterrupted power source

VoIP: voice over internet protocol

VPN: virtual private network

VTC: video teleconferencing

WAN: wide area network
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1.0 Purpose

The Alaska Land Mobile Radio (ALMR) Communications System, hereafter referred to
as t he dndoymmtioreAssu@nce (IA) Control Review provides evidence of
compliance with applicable laws, directives, policies, and requirements regarding
information assurance (IA). It examines and analyzes the security safeguards of the
System to ensure that appropriate security procedures have been developed and
implemented. This procedure describes how the System will be tested and evaluated
for compliance with ALMR security requirements.

This 1A Control Review will address System security requirements to validate in-place
mechanisms that protect sensitive information processed, produced, stored, and/or

transmitted on the network. This IA Control Review is limited to the System and its
operating environment.

2.0 References

The following documents were used in the preparation of this document.

a. Department of Defense Instruction (DODI) 8510.1

b. DODI 8500.2

c. Federal Information Security Management Act (FISMA) of 2002 Chapter 32,
Subchapter IlI

3.0 Roles and Responsibilities

3.1 Executive Council
The Executive Council (EC) shall be responsible for the management and enforcement

of sanctions when violations of the Information Assurance Control Review Policy and
Procedure warrant such action.

3.2 User Council

The User Council (UC) shall be responsible for the formal approval of the Information
Assurance Control Review Procedure and any revisions hereafter.

3.3 Security Manager/Information Assurance Officer (IAO)
The Information Assurance Officer (IAO) shall oversee the IA Control Review

completion and provide a report for presentation to the User and Executive Councils on
the findings.

20110509 _IACntrIRvwProcVv3.doc 1
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4.0 1A Control Review Planning

4.1 Review Objectives and Requirements

The Department of Defense (DOD) Information Assurance Certification and
Accreditation Process (DIACAP) includes the development of an accreditation package
for the System.

The requirements for DIACAP are based upon existing federal, state and local
government security requirements, as well as ALMR functional requirements, industry
standards, and industry best practices for security in the field of radio communications.

These policies translate the broad range of threats to radio systems into general
protection policies and requirements.

4.2 Information and Resources Under Review

The information and resources upon which this IA Control Review shall be conducted
includes all of the documentation and facilities supporting the System, including
maintenance and configuration control. The information and resources are detailed in
the following paragraphs.

4.2.1 Documentation and Information Resources
The following documentation will be required for conducting the IA Control Review:

e All ALMR System Policies and Procedures
e Current DIACAP ATO or IATO Package

e DIACAP IA Controls that are defined as applicable to the ALMR System in
accordance with reference (b).

e Personnel Rosters (access lists)
e Physical Security Inspections
e Vulnerability scans of the ALMR Information Systems

4.2.2 Facility Resources

The rooms where the system is installed will be tested through inspection to ensure the
appropriate non-technical safeguards protect the information and resources from
unauthorized disruption, disclosure, modification, and/or denial of service.

4.2.3 Maintenance and Configuration Control Resources

The System maintenance and configuration control procedures will be assessed though
inspection and/or analysis to determine compliance with security policy objectives
and/or security requirements.

20110509 _IACntrIRvwProcVv3.doc 2
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5.0 Assumptions

For the purposes of this IA Control Review, the following assumptions have been made:

e The results of pre-testing (conducted with the IA Control Validation Worksheet)
will be consistent with observations and tests made on site

e The System will undergo IA Control Review at the same time it undergoes
functional testing

e System security administration staffing will be identified and appointed as
necessary, as additional agencies become part of ALMR

6.0 Approach to IA Control Review

Each IA Control will be tested to ensure compliance by completing the applicable IA
Control Validation Worksheet (Appendix A). Generally, compliance with the security
requirements may be verified or validated by the following methods:

INCLUDED IN

INCLUDED IN
,\EA\I’E@F';I%%T'ON DESCRIPTION '\'/“alci:g;ttigon' TEST CASE
WORKSHEETS

Worksheets

Analysis Verifying compliance with requirements X
through evaluation using recognized
analytical techniques, such as comparing
design with requirements. Conducted
prior to executing the on-site 1A Control
Review.

Inspection Validating compliance with requirements X
by physically examining or reviewing a
feature, either through observation or
interviews with relevant personnel. Can
be conducted prior to or during the
execution of the 1A Control Review.

Documentation | Validating compliance with requirements X
by reviewing relevant documentation.
Can be conducted prior to or during the
execution of the 1A Control Review.

Test Validating compliance with requirements X
by collecting, analyzing, and evaluating
data through systematic hands-on
measurement under appropriate
conditions. Conducted during the
execution of the IA Control Review.

20110509_IACnhtrIRvwProcV3.doc 3
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6.1 Execution of IA Control Review

IA Control Review will be conducted at System facilities on-site. The worksheets will be
used to inspect and/or analyze the capabilities of the System, and its environment, in
support of certifying the ALMR System. In addition, the 1A Control Validation Worksheet
will also be used to verify any items left open after the pre-test evaluation.

The IA Control Review team will decide which specific ALMR sites and equipment will
be tested and evaluated. In general, it is not logistically practical to test every facility
and piece of equipment in the System. For the IA Control Review a representative
sample of sites and equipment from each portion of the System will be selected for IA
Control Review activities.

Deviations from the "Expected Results" in each worksheet will be assessed to consider
whether the test step was invalid or if the test step exhibited a failure to comply with the
security objective and associated requirement.

After completion of the IA Control Validation Worksheet(s), they will be marked either

"Compl i an tCompliantr If amyNparnof the test case fails to provide the

"Expected Results", the worksheet will be marked as "Non-Compliant" and descriptive
comments must be recorde@omml itdret womkadhte eStoast ¢
section.

6.2 Document Review Results

A DIACAP Annual Review Report shall be created which documents the findings of the

IA Control Review. This report shall consist of all completed IA Control Validation

Worksheets aswellasacomp| et ed DI ACAP 6Scorecardé and PO
described in reference (a). The report will provide a statement of the security

requirements to which the system does not comply and a summary of observed non-

compliance.

7.0 Debrief IA Control Review Results

At the conclusion of 1A Control Review activities, the IA Control Review team will
provide an informal briefing of the results of the IA Control Review to the Information
Assurance Officer (IAO). The IAO will work to rectify areas of non-compliance prior to
the development of the IA Review Report. The draft IA Review Report will be
subsequently developed and provided to the IAO for review. Following feedback from
the 1AO, the IA Review Report will be finalized and submitted through the Designated
Approval Authority (DAA) as supporting documentation for an accreditation decision.

8.0 Retesting

Should there be any "Non-Compliant" test cases, the IAO will have the opportunity to
assess the value of correcting the finding (i.e., in terms of cost, perceived risk,

20110509_IACnhtrIRvwProcV3.doc 4
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certification requirements), implementing a correction and submitting the System to
regressive re-testing (at the discretion of the Certifying Authority).

9.0 |IA Control Review Execution

IA Control Review execution will be conducted using the IA Control Validation
Worksheet(s). An explanation of the worksheet structure and review execution follows.

9.1 Worksheet Structure

The structure of the IA Control Validation Worksheet, as well as a brief description of

each form field, is found as follows:

SAMPLE - TA Control Validation Worksheet - SAMPLE

1A Control Symbol and Name

Related T4 Control

Any third party related L& Controls

Implementation Status

Inherited Implemented Planned

TA Control Description

L4 Control wording derived from reference (b)

General Implementation Guiance:

More in-depth detail and guidance concerning this T4 Control

-———

Validation Procedures L} Expected Results
Procedures to follow in order to confirm T4 Control Description of the expected results of validation procedures.
Compliance
Validation Status: Compliant Non-Compliant

Non-compliant Impact Statement

Details regarding a Non-Compliant finding. This field completed by the reviewer.

Impact Code HIGH WED LOW IRFN

Walidation Date: (Date worksheet was completed)

Walidator Mame Crrganization Telephone

Marme of Eeviewer Organization of Eeviewer Reviewer Phone
MNumber

9.2 Worksheet Execution

Observed validation results will be compared to the expected results identified in each
IA Control Validation Worksheet. The test procedure will be subjectively rated and any
comments documented. Additional tests may be conducted at the discretion of the
Reviewer to clarify validation results and meet IA Control objectives.

Completion of the worksheets provides the data upon which the system will be
evaluated to determine compliance with DIACAP requirements.

20110509_IACnhtrIRvwProcV3.doc
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10.0 Compliance

Compliance with the Information Assurance Control Review Procedure is outlined in
ALMR Information Assurance Control Review Policy Memorandum 200-6.

20110509_IACnhtrIRvwProcV3.doc 6
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APPENDIX A
|IA CONTROL VALIDATION WORKSHEETS

Continuity (CO)

IA Conirol Validation YWo dwheet

COAS-2; Ahlternate Site Designation

Eelated I Cortrol CP-7

Inplemerntatim Status Irherited Inplemeted Plamed

1A Convbml Des exiption

An alternate site is idetifiad that pennits the patial restoration of mission or business essertial fanctions.

Ceneral Inplenendation Caddance:

This general inplemernt atym guidance is provided for TAM T4 D5 mvolred m the creation of’ a system or orgamzational Cordimtty of O perations (COCF) plan: Idedtdfiy an
altemate site that has the capabiltyto fally westore mission orbasiness essertial fanctions . Establish a programto ensure comprehensive and effectire cornt ity of fiall
fanctionalihy daring a broad spectham of emergencies or sihaations that mayr disrapt nosnal operations (2.2, power fathives, danage to facilities cansed by sonms, fies,
flooding, ete [Ensne that the program mehides a strategy to recover and perform full system operations at the altemate faciliby for an extended period of tome. Full mstoration
of mission or business essential fimctions at an albermate site shall be based on a business impact analyses that dstifles ad mnks major nformation systems and rission-
critical applications acccrding to pricedty and the macinonn pesnissible cutage for sach, 4 crtingency plan shallbe mreated that idetifies missionessantial conpating needs
to mehide hardararve, sofbarare, conmrmanication lives, applications, and data, The plan shoald also mechide the operators, managemert, and teclmical sapport persotwiel that wall
impkmernt the cortingency plan.

Validation Procedures Expecied Resuliz
1. Fevewr the primnary site’s system deserption doommart atonto dertfir mission ox An abternate site has been 1dertified that has the capability to fally restore mission
tusiness-essential services and fimetions . orbusiness essential fumctions.

2. Comnpare the pranay site s system desoription doourertation withthe service
agreernert for the abernate site.

3. Werifir that the serrice agreement withthe altlemate site cortams a detailed
descriptim of'the wstoration services to be provided tothe primary site m the evert of
an meident or outage and that all mission or business-essertial fimctions requiring
restoration are clearly iderdifi=d.

4. Feport the remalts.

1. Revewr the COOP to ensure that # provides detailed plans for  systermm mandenance & conprehensive and effective COOF 15 mplace to ensure nmplemert atiom of
of fall mission operations under, &t 2 minmom, the folleang meidst-related cortirmity of all system fimctions over abioad spechum of emergency situations.
conditions:

- Poarer Faihne

- Hahmal Disaster (2.2., foodmg, sonns, tomadoes, ete.)

- Fie

- Chttazes due to facilities mantenance or reboation

- Chitages due to ovber-semurity meiderts such as nebarcrk infrasice, warorins, vituses,

et
2. Feportthe resalts.

1. Bevewr the systerm COOF o idertifir missiom and business-essential fanctions. The COOP program mehides astratezy for recorrery and fill systemn operatioms at
2. Feviewr the service agmeament betareen the primary and allemate sitas. the albernate site for m edended period oftime.

5. Verifir that the service agrecmet betamen the privvary and atemate sites spenifias a

recovery plan.

4 Verifir that the service agrecment specifies resources with which and the length of
tome for whichthe allemate site can sapport full operations of the promany site mthe
event of an meidedt.
5. Fecord the remlts.

1. Verifir that sstem cortirnashy and mission anpact doouvertation clearhy prioritize Full restoration system fanctions have been based onbusiness onpact analyses
ussion o business fimctions. that describe and rank mission-mtical applications ad msoumwes.

2. Werifir that the systern cortrmuity and missiom prpact doommert ation list the
maxinomm alkoerable cutage times for system msommes.

5. Fecord the remalts.

1. Faviar the system cortmgercy plan. A cortmgency plan exists that 1dert fies mission-essertial computmz needs to
2. Enure that the plan clarbr idadfies resoimpoes needed to ;apport mission-essential inchide hardarave, sofberare, commartcation lives, applications, and data, Vernifyy
compitg reeds m the form of hardware, sofbarare, facilities, nebwrork rfrashuchire, that plan mchdes the operators, manazemernt, and teclmical support perscemel that
and personrel. wrll implement the plan.

5. Verifir that the cortmgency plan is orert intenms of key persormel listed m suppoet

of system operations.

4. Fecord the resalts.

Validation Status: Compliad Hon-Compliat I I

M Hant Fupact § +

Impact Code HIGH LIED Loy i
Walidation Drate:

Walidatoe(s) Hame Organization Telephone

20110509_IACnhtrIRvwProcV3.doc 7
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IA Conirol Validation Worksheet

COBR-1; Protection of Backup and Restoration Assets

Related LA Control CP-1

Irapleraentation Status Inherited Implermented ‘ ‘ Flarried

L4 Conixel Description

Procedures are in place assure the appropriate plersical and techrdcal protection of the backup and restoration havdware, firtueare, and softweare, such as
router tables, compilers, and other security-related system softweare.

General Implementation Guidance:

1. &n rventory of all backny and restoration assets shall be documented in an organization or site backup plan.
2. Physical security controls, such as building /oo access controls and five rated safes shallbe eraployred to protect backup and restoration assets.
3. Techrical security contrals, such as cryptographic key manage ment and least-privilege access controls shall be implernented to protect backup and

restoration assets.

Yalidation Procedures Expected Resulis
1. Review the docmnentation to ensure that appropriate plersical and Procedures are in place that assure the appropriate phersical and
technical reasures are it place for the protection of backup and restoration techrical protection of the backup and restoration havdware, firosare
hardwrare, firroware, and software. and softwrare.

2. Inspect the system facilities to confirm the following:

a. & detailed rrventory exists of all hackup and restoration assets as part of
the organization or gite backup plan,

b. Physical security controls, such as building froom access controls (e.gz.,
visitor logs, manned visitor contral points, etc.) are in place and fanetiorang.
c. Technical security controls, such as a cryptographic key management
systerry, and least penvilege access controls are in place to protect archived
data azzets (g2, lockahle storage lockers for backup tapes).

d. Fire-rated containers are in place to maintain media contaiving backed up
data, whether for short-term on-site storage o in preparation for
transportation to an approved remote storage facility.

1. Ensute that the system security docwrentation contains descriptions and Aymropriate physical security controls have been identified, located,
locations of the phersical protection features of the backup and restoration and irpleraented for the protection of backup and restoration assets.
systerns (e.2., locked metal containers, rooms or spaces with lockahle
restricted-access doors, ete.)

2. Conduct avisit of the facilities where the physical protection assets are
located to werify that they are in fact protecting backup and restoration assets
{hardwrare and software).

3. Record the results.

1. Identifyr the systern’s backup and restoration assets. b ppropriate technical secmrity controls have been idertified and
2. Werify that techriral controls are in place to protect these assets throngh impletnetted for the protection of backup and restoration assets.
such tests as the following:

- Atterpting to access the backup/restoration application)s) withot use of a
cryptographic key or certificate

- Sttempt to access the backupfrestoration application]s) through a user
account lacking the proper roles or privileges for said access.

3. Record the results.

Yalidation Status: Cormpliant | I Hon-Corrgpliant I I

MNon-compliant Impact

Stalement

Impact Code HIGH I | MED I I LOW | I MiA I
Validation Date:

Validator Hame: Organization Telephone

20110509_IACnhtrIRvwProcV3.doc 8
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L4 Conirol Validation Worksheet
CODB-2; Data Backup Procedures
Belated 14 Control CP-6, CP-9
Implernentation Status Inherited Irnplemmented ‘ Plarmed ‘
I4 Control Description

Drata backup is perfonned daily, and recovery media ave stored off-site at a location that affords protection of the data in accordarce with its mission
agsurance category and confidentiality lesel.

General Implementation Guidance:

This gwidance iz written for Systern Adradristrators with backup provileges:

1. Perfiorn data backups on a daily basis at tirees specified by local operations policy.

2. Ensure that sitels) isfare designated for storage of Backup/Fecovery media at a location that affords protection of the data in accordance with its
misgion assurance category and confidentiality lesel.

3. Backup media shall be labeled with the appropriate imforation, meloding systerm identifier, classification or sensitivity labeling, and a DatefTime

stamp.

4. Ensure that data backups are logged and verified by the appropriate administratiee personnel in accordanc e with systern secwrity policy.
Validation Procedures Expected Results

Rewiew actmvity logs, andit records, warvers or other documentation to cordinm that data Data backup is perforrmed daily or a CCB-approved

backup is performed on a daily basis. walver or exception to policy exsts.

1. Review data backup docurmertation for indications that data backup and recovery media Recovery media ave stored at a DA & approvved off-

are stored off-site as appropriate for the assigned mission assurance cate gory and site location that affords protection of the data
cordfidentiality lesel. accordance with its mission assurance category and
2. Venfy that the off-site storage facility iz certified and accredited to store media cordfidentiality level.

corurnensurate with the syster’s clagsification and IA lewels.
3. Verify that CCB-approved warvers and exceptions to policy are in place, if applicable.
4. Becord the results.

Validation Status: Cormpliant | I Hon-Compliant | |
MNon-compliant Impact Staement

Impact Code HIGH | | neD | | Low I EXN
Walidation Diate:

WValidator Matae Orgarnization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

IA Conirel Validation Worksheet

CODP2; Disaster and Recovery Planning

Related 14 Control CP-2

[mplementation Status Inhetited Implemented Flanned

IA Control Description

& disaster plan exists that provides for the resumption of mission or business essential functions within 24 hours of activation.
(Dizaster recovery procedures inchide business recovery plans, system contingency plans, facility disaster recovery plans, and plan
acceptance)

General Implementation Guidance:

1. & dizaster plan shall exist that provides for all resumption of mission or busitiess essential functions within 24 hours of activation.
2. Disaster tecovery procedures shall include business recovery plans, system contingency plans, facility disaster recovery plans, and
plan acceptance.

Validation Procedures Expected Resulis
1. Review the contitmity plans and other dooumentation to & contitnity plan exists that provides for the resumption of
wetify that the resumption of mission and business essential mission ot buginess essential functions within 24 hours of
funictions within 24 hours of activation is addressed. activation.

2. Record the results.

Validation Status: Compliant Hon-Compliant

MNon-compliant Impact

State ment

Impact Code HIGH | MED | | Lo I ] H/A I
Validation Date:

Validator Hame Orgamization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AIE\SI(E Tand Mobile R"a(

IA Control Validation Worksheet

COEB-1; Enclave Boundary Defense

Related LA Control R RCT

Implementation Status Inhetited Implemented Planned

1A Control Description

Enclave boundary defense at the alternate site provides security measures egquivalent to the primary site.

General Imple mentation Guidance:

Enclave boundary defense at the alternate site shall provide security measures equivalent to the primary site.

Validation Procedures Expected Resulis

l. Compare security architecture of the alternate sites with those | Security architecture indicates that enclave boundary defense
of the primary site. secutity measures at alternate sites are equivalent.

2. Werify that the secunty architecture indicates that security
measures at the alternate sites are equivalent or waivers are
documented.

3. Record the results.

Validation Status: Compliant Hon-C ot lant

Non-compliant Impact

Statement

Impact Code HIGH | | MED [ | Low | EZS
Validation Date:

Validator Mame Otgzarization Telephote
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

IA Control Validation Worksheet

COED-1; Scheduled Exercises and Drills

Felated 14 Control CP-4

Implementation Status Inherited Implemented Flanned

IA Conirol Description

The continuity of operations ot disaster recovery plans is exercised annually.

General Implementation Guidance:

1. The contimity of operations or dizastet recovery plans shall be exercised annually to ensure plans are complete and wiable.
2. The exercise shall be coordinated with management and other key personnel.

3. The exetcise, if possible, shall not internapt notmal operations.

4. The results of the exercise shall be recorded and analyzed for improvements and enhancements.

Validation Proce dures Expected Resulis
1. Rewview plans, exercise schedules and exercise After-action - For systems operating under COED-2, plans ate exercised at
Repotts. least semi-atnally
2. VWerify periodicity of COOP/DEP exercizes/drills: - For systems operating under COED-1, plans are exercised
a. Fot control COED- 2, werifiy that exetcize schedules and atnally

after-action reports show that exercizes/drills are being
conducted on at least a semi-anral hasis.

b. For control COED-1, verify that exercise schedules and
after-action repotts show that exercizes/drills are bheing
conducted on an arrmaal basis.

3. Ensure that results of the tests were documented, that aty
discrepancies were duly noted, and that a POASM was created
to address those discrepancies.

4. Fecord the results and any noted discrepancies in the record
keeping.

Yalidation Status: Compliant Mon-Compliant

MNon-compliant Impact
Statement

Impact Code HIGH | MED | | Low | | wia |

W alidation Date:

Walidator Name Orgamization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

IA Control Validation Worksheet

COEF-2; Identification of Essential Functions

Felated 14 Control CF-2

Implementation Status Inherited Implemented Flanmed |

IA Contrel Description

Mission atd business-essential functions are identified for priority restoration planning along with all assets supporting frdssion of
business-eszential functions (e.g, computer-based services, data and applications, communications, physical infrastnictre).

General Implementation Guidance:

1. Mission and business-essential functions shall be identified for priority restoration planning along with all assets suppotting
mission of business-essential functions (e.g, computet-based services, data and applications, communications, physical
infrastnacture), and the results shall be documented in & contingency plat,

2. Business process managers and accourtable executives shall be involved in the identification of essertial functions for which
disnaption will result in sigrficant financial andfor operational losses.

3. The prioritized restoration plan shall be periodically reviewed and updated.

Validation Procedures Expected Resulis

1. Rewview the COOP plan, disaster recovery plan, and other IT assets supporting mission and business essential functions
approptiate documentation and verify that sdssion and business have been identified for priotity restoration planning,
essential functions and their supporting IT assets have been
identified for priority restoration.

2. Record the results.

Validation Status: Compliant Hon-Compliant

MNon-compliant Impact

State ment

Impact Code HIGH | MED | | LOW | l M/ |
Validation Date:

Validator Hame Organization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AIE\SI(E Lé\ﬁd Mobile R"a(

1A Contrel Validation Worksheet

COMS-2; Maintenance Support

Related 14 Control A6
Implementation Status Inherited Implemented Planned

1A Control Description

Maintenance support for key [T assets iz available to respond 247 immediately upon failure.

General Implementation Guidance:

1. Ensure that maintenance support for key [T assets shall be available to respond 247 immediately upon failure by implementing a
service agreetnent stipulating such availabilitsy.
2. Werify that the maintenatce support service agreement specifies 24/7 availability of maintenance support.

Yalidation Proce dures Expected Resulis
1. Review the maintenance support contracts, logs and Maintenance support is available to respond 247 immediately
documentation to verify that maintenance support for key IT upon failure.

aggets is available to respond 247 immediately upon failure.
2. Record the results.

Validation Status: Cotmpliant Hon-Cotp hant

Mon-compliant Impact

State ment

Impact Code HIGH | MED | | Low | | 1A |
Validation Date:

Validator Hame Organization Telephone
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Alaska Land Mobile RadidcCommunications System
Information Assurance Control Review Procedur®@6

ALMR

AIE\SI(E Lé\ﬁd Mobile R"a(

IA Conirol Validation Worksheet

COPS.2; Power Supply

Felated 14 Control FE-11

Implementation Status Inherited

Implemented

Flanned

IA Control Description

power supply coupled with emergency generators.

Electrical systems are configured to allow contitnious or vninterrupted power to key [T assets. This may include an uninterrapted

General Implementation Guidance:

1. Electrical systems shall be configured to allow continious or uninterrupted power to key [T assets.
2. This shall include an uninternapted powet supply coupled with emergency generators.

Validation Procedures

Expected Resulis

1. Review the emergency powet backup plans and
documentation and verify that TTP3 and emergency power
generators capable of providing contirious of unintermpted

An uninternaptible powet supply is installed on all emergency
generators capable of restoring sufficient power to contitne
pattial operations.

powet for key IT assets can supply emergency power on
dettatid.
2. Record the results.

Validation Status: Compliant Mon-Comp hant

MNon-compliant Impact

State memt

Impact Code HIGH | MEL | | LOWY | l Hrd |
Validation Date:

Validator Mame Organization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AIE\SI(E Lé\ﬁd Mobile R"a(

IA Contrel Validation Worksheet

COSP-1; Spares and Parts

Related 14 Control CP-7,MA-6

Implementation Status Inherited Implemented Planned

IA Control Description

Maittenance spares and spare parts for key [T assets can be obtained within 24 hours of failure.

General Implementation Guidance:

1. Review the maintenance suppott contracts, logs and documentation to verify that maintenatice spares and spares parts support for
key IT assets is available within 24 hours of faihare.
2. Record the results.

Validation Procedures Expected Resulis
1. Review the documentation to verify that maintenance spares Maintenance spares and spare parts for key [T assets can be
atd spare parts for key IT assets are available within 24 hours of | obtained within 24 howrs of failure.

failure.
2. Record the results.

Validation Status: Compliant Mon-Cotgp liant

MNon-compliant Impact

State ment

Impact Code HIGH | MED | | Low | | v |
Validation Date:

Validator HMame Otganization Telephone
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ALMR

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

IA Conirol Validation Worksheet

COSW.-1; Backup Copies of Critical SW

Felated 14 Control CP9

Inherited

Implementation Status Implemented Flanned

IA Control Description

Back-up copies of the operating system and other critical software are stored in a fire rated container or otherwise not collocated with
the operational software.

General Implementation Guidance:

1. Back-up copies of the operating system and other critical software shall be stored in a fire rated container or otherwise not
collocated with the operational softwrare.
2. Referto CODEB-1.

Validation Procedures Expected Resulis

Verify that at least one hcensed copy of each operating system
and each critical software application used by system
cotponents is stored in a fire rated container o a physically

Atleast one back-up copy of each operating system and each
ctitical software application used by the system is stored in a fire
rated container or othetwise not collocated with the operational

sepatate site. softurare.

Validation Status: Compliant Mon-Comp hant

MNon-compliant Impact

State memnt

Impact Code HIGH | MED | | Low | | nia |
Validation Date:

Validator Mame Organization Telephone
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Alaska Land Mobile RadidcCommunications System
M Information Assurance Control Review Procedur®@6

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

IA Conirol Validation Worksheet

COTR-1; Trusted Recovery

Related 14 Control CP-10
Implementation Status Inherited Implemented Planned

IA Contrel Description

Recovery procedures and technical system features exist to ensure that recovery is done in a secure and verifiable manner.
Circumstances that can inhibit a trusted recovery are documented and appropriate mitigating procedures have been put in place.

General Implementation Guidance:

1. Recovery procedures and technical system features exist to ensure that recovery shall be done in a secure and verifiable manmer.
2. Circumstances that can intabit a trasted recovery shall be documented and appropriate mitigating procedures have been put in

place.
3. Procedures andfor mechanisms shall be provided to assure that, after an ADP system failure or other discontinuity, recovery
withowt a protection compromise is obtained.

Validation Procedures Expected Resulis
1. Rewview IT COOF, disaster recovery plans and other 1. Recovery procedures and technical system features to ensure a
appropriate documentation to verify that recovery procedures recovery iz done in a secure and verifiable manner are
atid techiical system features are in place to ensure that documented.
recovety is petformed in a secure and verifiable manner. 2. Circumstances that could inhibit a trusted recovety are
2. Verifyy that citcumstances that could inhibit a trusted recovery | documented and appropriate mitigating procedures have been
are documented and confirm that mitigating procedures are putin place.
identified.
3. Record the results.
Validation Status: Compliant Hon-Compliant
MNon-compliant Impact
State ment
Impact Code HIGH | MED | | Low | | mia |
Validation Date:
Validator Name Orgamzation Telephone
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M Information Assurance Control Review Procedur®@6

AFEDERAL STATE AND MUNICIPAL PARTNERS

Alaska Land Mobile Rac

Security Design & Configuration (DC)

IA Conirel Validation Worksheet

DCAR-1; Procedural Review

AC-1,AT-1, AU-1, CA-1, CA-4, CM-1, CP-1, CP-5, [A-1, IR-3, MA-1, MP-1, PE-1, PL-1, Fi3-1,
Related 1A Control Ra-1, A4 3A-1, 3C-1, 31-1 AFAT-1, AFAT-2, AFAU-1, AFLA- 5, AFMEP-1, AFMEP-3, AFPE-
1, AFFE-4, AFRA -1, AFRA-3
Implementation Status Inhetited Implemented Flanned

IA Control Description

A annal TA review is conducted that comprehensively evaluates existing policies and processes to ensure procedural consistency
atid to ensure that they fully support the goal of wninternapted operations.

General Implementation Guidance:

1. The DIACAP Team shall be an active patticipant i anaal review process.

2. An atral [A review shall be conducted that comprehensively evaluates existing policies and processes to ensure procedural
consistency atd to ensure that they fully support the goal of uninterrupted operations.

3. The antisal teview process should accourt for the analysis of projected policy needs, and produce a plan for development or
implementation of new policies or processes.

Validation Procedures Expected Resulis
1. Review policy, S0P, plans, and other documentation to & comprehensive antal evaluation of policies and processes is
confirm that annial procedural reviews are scheduled. cotiducted that ensures that policies consistently and adeguately

2. Review After Action Reports o review results and schedules support system operations.
to confirm that annual procedural reviews are conducted.
3. Record the results.

Validation Status: Compliant Mon-Comp hant

MNon-compliant Impact

State ment

Impact Code HIGH | MED | | Low | | Bia |
Validation Date:

Validator Hame Otgamization Telephone
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